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9 Course Introduction

This course will introduce students to web development. They will learn concepts and technologies
involved in web applications development. The course would introduce students to HTML, CSS and
JavaScript for client side programming. JavaScript would be used as primary language to practice
different concepts of server side programming, because of its robustness, security, corporate scale
adaptation, great number of free libraries, and number of standard technologies for different requirements.

10 Learning Objectives

The aim of this course is to provide a solid introduction to web development. Core concepts which are
important to understand current, and potential future state of web, would be covered in detail. In addition to
theoretical knowledge of protocols, students would learn programming web applications using different
client and server side programming languages. By end of the course, students should be able to:

Differentiate between client and server side programming languages

Understand the HTTP protocol structure and their semantics in web request and response
Develop client side and server side components

Understand web apps development life cycle

Appreciate the benefits of using Model View Controller (MVC) frameworks

Create and consume RESTful web services using JSON

Optimize performance using caching

Appreciate the use of Object Relational Mappings (ORM) technologies e.g. Hibernate, JPA,
mongoose etc.

e Understand and implement projects using client side MVC frameworks
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Introduction to HTML:

HTML (Hypertext Markup Language) is the standard markup language used for creating the structure
and content of web pages. It provides a set of elements and tags that define the different parts of a
web page, such as headings, paragraphs, images, links, forms, and more. HTML is the backbone of
the web and is essential for building websites and web applications.

Key Features and Benefits of HTML:

1. Structure and Semantics: HTML allows you to structure your content in a logical and meaningful
way. By using semantic tags like "<header>", <nav>", ‘<main>’, and "<footer>", you can provide clear
meaning to the different sections of your web page, making it more accessible and search engine
friendly.

2. Content Formatting: HTML offers a variety of tags to format and present your content. You can
use tags like "<h1>" to "<h6>" for headings, "<p>" for paragraphs, "<strong>" and ‘<em>" for
emphasizing text, <ul>" and “<ol>" for lists, and more.

3. Hyperlinks: HTML enables you to create links within your web page or to external resources. Using
the "<a>" tag, you can define anchor links, which allow users to navigate to different sections within
the same page. You can also create links to other web pages or resources using the “href" attribute.

4. Images and Multimedia: HTML supports the inclusion of images, videos, audio, and other
multimedia content. You can use the <img>" tag to display images and specify attributes like “src’,
“alt’, and “width’ to control the appearance and accessibility of the images.

5. Forms and Input Controls: HTML provides form elements such as “<form>", “<input>", "<select>",
and ‘<textarea>’ to collect user input. With these elements, you can create interactive forms for
capturing user data, accepting user feedback, and performing various actions like submitting data to
a server.

Lab Task: Building a Personal Profile Web Page using HTML

1. Set up the Development Environment:
- Create a new directory for your project.
- Create a new HTML file using a text editor or an integrated development environment (IDE).

- Save the file with the ".html" extension.



2. Structure the Web Page:

- Use HTML tags to define the basic structure of your web page, including the doctype, “<html>’,
<head>’, and "<body>" tags.

- Add a title to your web page using the “<title>" tag.

3. Create Content Sections:

- Divide your web page into sections, such as header, main content, sidebar, and footer, using
appropriate HTML tags (‘<header>", ‘<nav>’, '<main>", ‘<aside>", ‘<footer>").

- Add content to each section, including headings, paragraphs, and images.

4. Format and Style the Content:

- Use HTML tags to format and style your content. Add headings using ‘<h1>" to "<h6>" tags,
paragraphs with "<p>" tags, and emphasize text using ‘<strong>" or "<em>" tags.

- Apply inline styles or link external CSS files to control the appearance of your web page.

5. Add Links:

- Create hyperlinks within your web page using the '<a>" tag and the “href" attribute. Link to
different sections within the same page using anchor links.

- Include external links to other websites or resources.

6. Incorporate Images:
- Include images using the “<img>" tag and specify the “src’ attribute to point to the image file.

- Add alternate text using the "alt™ attribute for accessibility.

7. Create a Form:

- Use the '<form>" tag



Introduction to CSS:

CSS (Cascading Style Sheets) is a style sheet language used to describe the visual appearance and
formatting of HTML and XML documents. It allows web developers to control the presentation of
web pages, including layout, colors, fonts, and other visual aspects. CSS works by selecting HTML
elements and applying styles to them, either directly within an HTML document or through external
style sheets.

Key Features and Benefits of CSS:

1. Style Separation: CSS allows you to separate the presentation layer from the content layer of a
web page. This separation makes it easier to maintain and update the visual design without
modifying the underlying HTML structure.

2. Selective Styling: CSS provides selectors that allow you to target specific HTML elements or groups
of elements. This allows you to apply different styles to different parts of a web page, giving you
fine-grained control over the appearance.

3. Layout Control: CSS offers a variety of layout techniques to arrange and position elements on a
web page. You can control the size, positioning, and alignment of elements using properties like
‘width’, “height’, ‘margin’, “‘padding’, and more.

4. Typography: CSS enables you to define the font family, size, weight, and style of text within your
web pages. You can also adjust line heights, letter spacing, and text alignment to improve readability
and visual appeal.

5. Color and Backgrounds: With CSS, you can specify colors for text, backgrounds, borders, and other
elements. You have the flexibility to use named colors, hexadecimal values, RGB values, or even
define custom color gradients.

6. Responsive Design: CSS supports responsive design techniques, allowing web pages to adapt to
different screen sizes and devices. You can use media queries, flexible layouts, and fluid grids to
create a responsive and mobile-friendly user experience.

Lab Task: Styling a Personal Portfolio Page using CSS

1. Set up the Development Environment:

- Create a new directory for your project.



- Create an HTML file for your web page using a text editor or an integrated development
environment (IDE).

- Save the file with the ".html" extension.

2. Structure the Web Page:

- Use HTML tags to define the basic structure of your web page, including headings, paragraphs,
images, and navigation elements.

3. Create an External CSS File:
- Create a new CSS file with a ".css" extension.

- Link the CSS file to your HTML document using the “<link>" tag in the "<head>" section.

4. Apply Styles to HTML Elements:
- Use CSS selectors to target specific HTML elements and apply styles.
- Customize the font family, size, color, and spacing of text.
- Adjust the background colors, borders, and padding of elements.

- Create a consistent color scheme for your web page.

5. Layout and Positioning:

- Use CSS properties like “width®, “height’, ‘'margin’, "padding’, and “display" to control the layout
and positioning of elements.

- Create a responsive layout using CSS media queries to adapt to different screen sizes.

6. Add Transitions and Animations:
- Enhance your web page with CSS transitions and animations.
- Apply smooth transitions to hover effects, button clicks, or element visibility changes.

- Add keyframe animations to create engaging visual effects.

7. Test and Refine:
- Preview your web page in different web browsers to ensure consistent rendering.
- Make adjustments to the styles based on feedback and testing.

- Validate your CSS code using CSS validators to ensure compliance with standards.



8. Advanced Task: CSS Framework Integration:
- Explore popular CSS frameworks like Bootstrap or Tailwind CSS.
- Integrate the framework into your project to leverage their pre-designed components and styling

Introduction to JavaScript and jQuery:



JavaScript:

JavaScript is a high-level, interpreted programming language that enables interactive and dynamic
behavior on web pages. It is primarily used for client-side scripting, allowing developers to enhance
the functionality and interactivity of web applications. JavaScript can manipulate HTML elements,
handle events, perform calculations, make API requests, and more.

Key Features and Benefits of JavaScript:
1. Interactivity: JavaScript allows you to create interactive web experiences by responding to user
actions, such as button clicks, form submissions, and mouse movements.

2. DOM Manipulation: JavaScript provides powerful methods to access and modify the Document
Object Model (DOM), allowing you to dynamically update the content and structure of web pages.

3. Data Validation: JavaScript can validate user input on forms, ensuring that the data entered meets
specific requirements before submitting it to the server.

4. Asynchronous Operations: JavaScript supports asynchronous programming through features like
Promises and the async/await syntax, enabling non-blocking operations such as fetching data from
servers or making API calls.

5. Browser Compatibility: JavaScript is supported by all major web browsers, making it a versatile
language for building cross-platform web applications.

jQuery:

jQuery is a fast, small, and feature-rich JavaScript library designed to simplify client-side scripting. It
provides a concise syntax for manipulating HTML documents, handling events, creating animations,
and making AJAX requests. jQuery abstracts many common tasks and simplifies complex operations,
making it easier and more efficient to work with JavaScript in web development.

Key Features and Benefits of jQuery:

1. DOM Manipulation: jQuery provides a streamlined syntax for selecting and manipulating HTML
elements, making it easier to perform common tasks like adding, removing, or modifying elements
on a web page.

2. Event Handling: jQuery simplifies event handling by providing methods to attach event listeners to
elements and respond to user interactions, such as clicks, hover, or key presses.



3. AJAX Support: jQuery simplifies making AJAX (Asynchronous JavaScript and XML) requests to the
server, allowing you to fetch data, update content, and handle responses without reloading the
entire web page.

4. Animation Effects: jQuery includes built-in animation functions that allow you to create smooth
transitions, fade effects, slide animations, and more, enhancing the visual appeal of your web page.

5. Cross-browser Compatibility: jQuery abstracts browser inconsistencies and provides a consistent
APl across different browsers, ensuring that your code works reliably across platforms.

Lab Task: Creating a Dynamic To-Do List with JavaScript and jQuery

1. Set up the Development Environment:
- Create a new directory for your project.

- Create an HTML file and a JavaScript file using a text editor or an integrated development
environment (IDE).

- Save the files with the appropriate extensions (".html" and ".js").

2. Structure the Web Page:

- Design the basic structure of your to-do list using HTML elements, such as an input field for
adding tasks and an unordered list ("<ul>") to display the tasks.

3. Add CSS Styling:
- Create a separate CSS file and link it to your HTML document.

- Apply styling to your to-do list elements, such as fonts, colors, margins, and padding.

4. Implement JavaScript Functionality:
- Use JavaScript and jQuery to handle user interactions and dynamically update the to-do list.
- Write functions to add new tasks, mark tasks as completed, and remove tasks from the list.

- Use event listeners to capture user actions, such as button clicks or form submissions.

5. Persistence with Local Storage:

- Enhance your to-do list by utilizing the browser's local storage feature to persist the tasks even
after refreshing the page.



- Store the tasks in local storage when adding or removing tasks and retrieve them when the page
loads.

6. Optional



Introduction to Bootstrap:

Bootstrap is a popular front-end framework that provides a collection of CSS and JavaScript
components, styles, and utilities for building responsive and visually appealing web pages and
applications. It simplifies the process of creating consistent and responsive designs by offering a
range of pre-designed Ul components and layout options.

Key Features and Benefits of Bootstrap:
1. Responsive Design: Bootstrap offers a mobile-first approach, ensuring that your web pages
automatically adapt to different screen sizes and devices.

2. Pre-designed Components: Bootstrap provides a wide variety of reusable Ul components such as
buttons, forms, navigation menus, cards, modals, and more. These components can be easily
customized and styled to match your design requirements.

3. Grid System: Bootstrap includes a powerful grid system that allows you to create responsive
layouts. The grid system is based on a 12-column layout, making it easy to align and arrange content
across different screen sizes.

4. CSS Styles and Themes: Bootstrap comes with a set of predefined CSS styles and themes that you
can apply to your web pages. These styles provide a consistent and professional look and feel, saving
you time and effort in styling your application.

5. JavaScript Plugins: Bootstrap offers a collection of JavaScript plugins that enhance the
functionality of your web pages. These plugins include features such as carousels, modals, tooltips,
scrollspy, and more.

Lab Task: Building a Responsive Web Page with Bootstrap

1. Set up the Development Environment:

- Include the Bootstrap CSS and JavaScript files in your project by either downloading them or using
a content delivery network (CDN).

- Create a new HTML file for your web page.

2. Design the Page Layout:

- Use the Bootstrap grid system to create a responsive layout for your web page.



- Divide the content into sections and arrange them using rows and columns.

- Ensure that the layout adjusts gracefully on different screen sizes.

3. Add Bootstrap Components:

- Utilize Bootstrap's pre-designed components to enhance the visual appearance and functionality
of your web page.

- Include components such as buttons, forms, navigation menus, cards, and modals to create an
interactive user interface.

4. Customize Styles:
- Modify the default styles provided by Bootstrap to match your desired design.

- Customize colors, typography, spacing, and other CSS properties to create a unique look and feel.

5. Implement JavaScript Functionality:
- Utilize Bootstrap's JavaScript plugins to add dynamic behavior to your web page.

- Implement features like carousels, modals, tooltips, and scrollspy using Bootstrap's JavaScript
components.

6. Test and Refine:
- Test your web page on different devices and screen sizes to ensure responsiveness.

- Iterate on the design, functionality, and responsiveness based on user feedback and testing.

7. Advanced Task: Customizing Themes:
- Explore Bootstrap's theming capabilities to create a custom theme for your web page.

- Customize colors, fonts, and other visual elements to match your brand or design requirements.

By completing this lab, you will gain hands-on experience in using Bootstrap to build responsive and
visually appealing web pages. You will understand how to leverage Bootstrap's components, grid
system, and JavaScript plugins to create a professional and interactive user interface. This lab will
enhance your front-end development skills and equip you with the knowledge to create stunning
web pages and applications using Bootstrap.



Introduction to the MERN Stack

Overview of MongoDB, Express.js, React, and Node.js

MongoDB:

MongoDB is a popular NoSQL database that offers high scalability, flexibility, and performance. It
stores data in a document-oriented manner using JSON-like documents, allowing for easy handling
of complex data structures. MongoDB is known for its ability to handle large volumes of data and its
flexible schema design.

Express.js:

Express.js is a minimalist web application framework for Node.js. It provides a set of robust features
and HTTP utility methods that help in creating server-side web applications and APIs. Express.js
simplifies the process of building web applications by providing a clean and intuitive API for handling
routes, middleware, and request/response handling.

React:

React is a powerful JavaScript library for building user interfaces. It follows a component-based
approach, allowing developers to create reusable Ul components. React uses a virtual DOM
(Document Object Model) for efficient rendering and provides a declarative syntax, making it easier
to manage application state and handle Ul updates. React is widely used for building dynamic,
interactive, and responsive web applications.

Node.js:

Node.js is a runtime environment that allows JavaScript code to run on the server-side. It provides
an event-driven, non-blocking I/0 model that makes it efficient and scalable for building server-side
applications. Node.js enables developers to use JavaScript for both client-side and server-side
development, providing a unified and seamless development experience. It has a vast ecosystem of
modules and packages available through npm (Node Package Manager), making it easy to extend the
functionality of Node.js applications.

Benefits and use cases of the MERN stack:

The MERN stack combines MongoDB, Express.js, React, and Node.js to create a full-stack JavaScript
framework. Here are some benefits and use cases of the MERN stack:

Single Language: Using JavaScript throughout the entire stack simplifies development and reduces
the learning curve for developers. It allows for seamless communication between the frontend and
backend, improving productivity and code maintainability.



Full-Stack JavaScript: MERN enables developers to write JavaScript code on both the client-side and
server-side, promoting code reuse and reducing the need for context switching between different
programming languages.

Scalability and Performance: MongoDB's scalability, combined with the asynchronous nature of
Node.js, allows for building highly scalable and performant applications. React's virtual DOM enables
efficient rendering and updates, resulting in fast and responsive user interfaces.

Rapid Development: The MERN stack provides a robust set of tools and libraries, along with a vibrant
developer community. This ecosystem helps in rapid prototyping, quick iteration, and faster
development cycles.

Single-Page Applications (SPAs): React's component-based architecture is well-suited for building
SPAs that provide a seamless user experience, improved performance, and reduced server load.

Real-Time Applications: With the integration of websockets and libraries like Socket.lO, the MERN
stack can be used to build real-time applications, such as chat systems, collaboration tools, or live
dashboards.

Setting up the development environment:
To set up the development environment for the MERN stack, follow these steps:

Install Node.js: Download and install the latest version of Node.js from the official website
(https://nodejs.org). Node.js comes with npm, which is the package manager used for managing
dependencies.

Choose a Text Editor or IDE: Select a text editor or integrated development environment (IDE) of
your preference. Popular choices include Visual Studio Code, Sublime Text, or Atom.

Create a New Project Directory: Create a new directory for your project and navigate into it using the
command line.

Initialize a Node.js Project: Run the command npm init in the project directory to initialize a new
Node.js project. Follow the prompts to set up the project






Introduction to HTML Forms in Express.js and Data Handling:

HTML forms provide a convenient way for users to input data and submit it to the server. In an
Express.js application, forms are commonly used to collect user information, process user requests,
and interact with databases or external APIs. Express.js provides middleware and methods to handle
form submissions and access the submitted form data.

When a user submits an HTML form, the form data is sent as an HTTP request to the server. The
server, implemented using Express.js, receives this request and extracts the form data from the
request object. The form data can be accessed and processed using various methods and
middleware in Express.js.

Express.js provides middleware such as ‘body-parser’ or “express.urlencoded()’ to parse the form
data and make it accessible in the request object. This middleware allows for easy retrieval and
manipulation of form data in the route handlers. The form data can be accessed using the ‘req.body’
object, which contains key-value pairs representing the form field names and their corresponding
values.

Lab Task: Handling HTML Forms in Express.js

1. Set up the Development Environment:
- Install Node.js and npm (Node Package Manager).
- Create a new project directory.
- Initialize a Node.js project using “npm init’".

- Install the required dependencies: Express.js and any additional libraries or tools as needed.

2. Create an HTML Form:

- Design an HTML form using the “<form>" tag and appropriate form elements (e.g., ‘<input>’,
‘<select>’, “<textarea>").

- Set the “action’ attribute of the form to point to an Express.js route where the form data will be
processed.

- Define the HTTP method ('POST’, "GET, etc.) to be used when submitting the form.

3. Handle Form Submissions:

- Set up an Express.js route that matches the “action” attribute of the form.



- Implement a route handler for the form submission, using the appropriate HTTP method (e.g.,
‘app.post()’ for 'POST requests).

- Use the “body-parser’ middleware or “express.urlencoded()’ to parse the form data.

- Access the form data using ‘req.body’ in the route handler function.

4. Process and Validate Form Data:
- Extract the form data from ‘req.body’ and perform any necessary validation or sanitization.

- Implement logic to handle the form data, such as storing it in a database, sending it via email, or
performing calculations.

- Handle any errors or invalid input and provide appropriate feedback to the user.

5. Render a Response or Redirect:
- Render a response page using a template engine like EJS or send a JSON response.

- If applicable, redirect the user to a different page using ‘res.redirect() .

6. Test the Form Submission:
- Load the HTML form in a web browser and enter test data.

- Submit the form and verify that the form data is received and processed correctly by the
Express.js application.

- Test different scenarios, including valid and invalid input, to ensure proper handling.

7. Advanced Task: Implement File Uploads:
- Add support for file uploads using the “<input type="file">" element.
- Use middleware like ‘'multer’ to handle file uploads and save the uploaded files.

- Process the uploaded files in the route handler and perform any necessary operations.

By completing this lab, you will gain hands-on experience in handling HTML forms in Express.js. You
will understand how to receive form data, validate and process it, and provide appropriate
responses to the user. This lab will enhance your understanding of server-side web development and
provide you with the skills to create interactive and dynamic web applications using forms.



Building a CRUD Application using Express.js, EJS, and MongoDB

In web development, CRUD (Create, Read, Update, Delete) operations are fundamental for
interacting with databases. Express.js, a popular web framework for Node.js, provides an efficient
way to build server-side applications and APIs. EJS (Embedded JavaScript) is a templating engine that
allows for dynamic content rendering on the server-side. MongoDB, a NoSQL database, offers
flexibility and scalability for storing and retrieving data.

In this lab, we will explore how to build a CRUD application using Express.js, EJS as the rendering
engine, and MongoDB for data storage. By the end of this lab, you will have a functional web
application that can perform CRUD operations on a specific data entity.

LAB Task
1. Set up the Development Environment:

e Install Node.js and npm (Node Package Manager).

e Create a new project directory.

e Initialize a Node.js project using npm init.

e Install the required dependencies: Express.js, EJS, and MongoDB driver for Node.js.
2. Create the Server and Configure Routes:

e Set up an Express.js server with basic configuration.

e Create routes for handling different CRUD operations (create, read, update, delete)
on the data entity.

e Configure the necessary route handlers and middleware for data validation, error
handling, and data processing.

3. Set Up the Database Connection:
e Install and set up MongoDB.
e Connect your Express.js application to the MongoDB database.
e Create a MongoDB collection to store the data entity.

4. Design the User Interface with EJS:

e Create the necessary EJS templates for displaying different views (e.g., list view,
create form, update form).

e Set up the necessary EJS partials or components for code reuse.

e Use EJS to dynamically render data from the server to the client-side views.
5. Implement the CRUD Functionality:

e Create a route and view for listing all existing data entities.

e Create a route and view for creating a new data entity.



¢ Implement the functionality to store the data entity in the MongoDB collection.
e Create a route and view for updating an existing data entity.
¢ Implement the functionality to update the data entity in the MongoDB collection.

e Create a route and functionality to delete a data entity from the MongoDB
collection.

6. Test and Refine the Application:
e Test the application by performing CRUD operations and verifying the results.
e Refine the user interface and overall user experience.
e Handle any error scenarios gracefully and display appropriate error messages.
7. Extra Task: Add Validation and Authentication:

e Implement validation for user input and display validation errors on the user
interface.

e Add authentication and authorization mechanisms to protect certain routes or
operations.



Using Cookies and Sessions in Express.js and EJS:
Using Cookies and Sessions in Express.js and EJS:

In web development, cookies and sessions are essential for maintaining user state and storing
information between different HTTP requests. Express.js provides middleware and libraries that
simplify the handling of cookies and session management. EJS (Embedded JavaScript) is a templating
engine that allows for dynamic content rendering on the server-side.

Cookies are small pieces of data stored on the client-side browser. They can be used to track user
sessions, store user preferences, and perform authentication. Express.js provides the “cookie-parser’
middleware, which enables parsing and setting cookies in HTTP requests and responses.

Sessions, on the other hand, are server-side data structures used to store user-specific information.
A session ID is typically stored in a cookie, and the server retrieves the associated session data based
on that ID. Express.js provides the ‘express-session” middleware to manage session handling,
including session creation, storage, and destruction.

Lab Task: Using Cookies and Sessions in Express.js with EJS

1. Set up the Development Environment:
- Install Node.js and npm (Node Package Manager).
- Create a new project directory.
- Initialize a Node.js project using “npm init".

- Install the required dependencies: Express.js, EJS, ‘cookie-parser’, and “express-session’.

2. Implement Cookie Handling:
- Configure Express.js to use the “cookie-parser’ middleware.
- Set a cookie with a unique identifier and additional data (e.g., user preferences).
- Retrieve and use the cookie data in different routes and views.

- Implement cookie expiration and security measures if required.

3. Implement Session Handling:
- Configure Express.js to use the “express-session” middleware.

- Create session-related routes and views (e.g., login, logout).



- Store session-specific data (e.g., user ID, access level) in the session object.
- Retrieve and use the session data in different routes and views.

- Implement session expiration and session management (e.g., logout).

4. Enhance User Experience with Cookies and Sessions:
- Use cookies to remember user preferences (e.g., dark mode, language).
- Utilize sessions for user authentication and authorization.
- Restrict access to certain routes or content based on session data.

- Customize the user experience based on session data (e.g., displaying user-specific information).

5. Implement Persistent Login (Remember Me) Functionality:
- Allow users to stay logged in across multiple sessions using a "Remember Me" feature.
- Store a long-lived cookie with a secure token to identify the user.

- Handle the authentication process to restore the session from the token.

6. Test and Refine the Application:
- Test the application by logging in, accessing protected routes, and verifying user-specific content.
- Test cookie handling for different scenarios, such as expiration, deletion, and modification.

- Refine the user interface to provide appropriate feedback for login/logout actions and
cookie/session-related events.

By completing this lab, you will gain hands-on experience in using cookies and sessions in Express.js
with EJS. You will understand how to handle user state, store user preferences, and implement
authentication and authorization mechanisms. This lab will enhance your understanding of server-
side web development and provide you with valuable skills for building secure and interactive web
applications.



Introduction to Express RESTful APl with Mongoose:

Express.js is a popular web framework for Node.js that provides a simple and flexible way to build
APIs (Application Programming Interfaces). REST (Representational State Transfer) is an architectural
style for designing networked applications. Express.js, along with Mongoose, a MongoDB object
modeling tool, allows for efficient development of RESTful APlIs.

A RESTful APl is an API that follows the principles of REST, where resources are represented as URLs
(Uniform Resource Locators) and can be manipulated using standard HTTP methods such as GET,
POST, PUT, and DELETE. Express.js provides a robust set of features and middleware to handle the
routing, request handling, and response generation required for building RESTful APIs.

Mongoose, on the other hand, is an Object-Document Mapping (ODM) library for MongoDB. It
provides a straightforward way to define data schemas, perform database operations, and interact
with MongoDB using JavaScript objects. Mongoose simplifies the process of building APIs by
providing a higher level of abstraction for working with MongoDB.

Lab Task: Building a RESTful APl with Express.js and Mongoose

1. Set up the Development Environment:
- Install Node.js and npm (Node Package Manager).
- Create a new project directory.
- Initialize a Node.js project using “npm init".

- Install the required dependencies: Express.js, Mongoose, and any additional libraries or tools as
needed.

2. Define the Data Schema:
- Design the data schema for the resource(s) your API will handle.
- Use Mongoose to define the schema, including fields, types, and validation rules.

- Establish relationships between different schemas if necessary (e.g., one-to-many, many-to-
many).

3. Create API Routes:

- Set up Express.js routes for each CRUD operation (create, read, update, delete) on the
resource(s).

- Design the URL structure following RESTful principles, such as */resources’ for listing,
*/resources/:id" for single resource retrieval, etc.



- Implement route handlers to process the requests, interact with the database using Mongoose,
and send appropriate responses.

4. Implement CRUD Functionality:
- Create a route and functionality for creating a new resource.
- Create a route and functionality for retrieving a single resource by its ID.
- Create a route and functionality for updating an existing resource.

- Create a route and functionality for deleting a resource.

5. Implement Validation and Error Handling:
- Apply validation rules to ensure data integrity and handle invalid input.
- Use appropriate status codes and error messages in case of errors or invalid requests.

- Implement error handling middleware to catch and handle any unhandled errors.

6. Test the API:
- Use tools like Postman or curl to send requests to the APl endpoints and verify the responses.
- Test each CRUD operation to ensure the API functions as expected.

- Validate that the data is correctly stored and retrieved from the MongoDB database.

7. Advanced Task: Implement Pagination and Filtering:
- Add support for pagination to retrieve resources in chunks.

- Implement filtering options to allow users to search for specific resources based on criteria.

By completing this lab, you will gain hands-on experience in building a RESTful API using Express.js
and Mongoose. You will understand how to define data schemas, handle CRUD operations, and
interact with MongoDB. This lab will enhance your understanding of server-side web development
and provide you with the skills to build scalable and efficient APlIs.



Introduction to JWT Authentication in Express and Mongoose:

JWT (JSON Web Token) authentication is a popular method for securing RESTful APIs. It provides a
stateless, token-based approach to authenticate and authorize client requests. With JWT
authentication, a token is generated and issued to the client upon successful login or authentication.
The client then includes this token in subsequent requests to access protected resources on the
server.

Benefits of JWT Authentication:

1. Stateless: JWT tokens are self-contained and carry all the necessary information, including user
identity and permissions. This eliminates the need for server-side session management, making the
authentication process stateless and scalable.

2. Secure: JWTs are digitally signed, ensuring the integrity of the token and preventing tampering.
The server can verify the signature to ensure the authenticity of the token.

3. Decentralized: Since the token contains all the necessary information, the server does not need to
guery a database or make additional requests to validate the token. This decentralized nature
improves performance and reduces database load.

4. Flexibility: JWT tokens can include custom claims and metadata, providing flexibility to store
additional user-specific information in the token itself. This eliminates the need for frequent
database lookups during authorization.

Lab Task: Implementing JWT Authentication in an Express and Mongoose RESTful API

1. Set up the Development Environment:
- Create a new directory for your project.

- Set up a new Express project by initializing a package.json file and installing required
dependencies.

2. Define the User Model:

- Create a User model using Mongoose that includes fields such as name, email, password, and any
additional fields required for your application.

- Implement password hashing and salting to securely store user passwords.



3. Implement User Registration and Authentication:
- Create API routes for user registration and authentication using Express.
- On registration, validate user input, hash the password, and save the user to the database.

- On authentication, validate user credentials, generate a JWT token, and return it to the client.

4. Protect APl Endpoints with JWT Middleware:
- Create middleware to verify the JWT token sent by the client in each request.

- Apply the middleware to the protected routes to ensure that only authenticated users can access
them.

- Extract the user ID from the token and attach it to the request object for further processing.

5. Create Protected APl Endpoints:
- Define additional API routes that require authentication and authorization.

- Use the extracted user ID from the token to perform actions specific to the authenticated user,
such as updating their profile or accessing their resources.

6. Testing the APl Endpoints:
- Use a tool like Postman to send requests to the APl endpoints.

- Test the registration and authentication endpoints by creating new users and obtaining JWT
tokens.

- Test the protected endpoints by including the JWT token in the request headers and ensuring
that only authenticated users can access them.

7. Error Handling and Validation:

- Implement error handling and validation for user input, token verification, and database
operations.

- Return appropriate error responses with meaningful messages when errors occur.

8. Additional Features (optional):
- Implement token expiration and refresh token mechanism for enhanced security.

- Implement roles and permissions to restrict access to certain APl endpoints based on user roles.



Note: Ensure that you handle security considerations, such as protecting sensitive information in the
token, securely storing secret keys, and implementing appropriate security measures to prevent
token misuse or tampering.



